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Since anomaly detection on the historical data of industrial control systems (ICS) is nearly unexplored, the project MADISA 
(Machine Learning for Attack Detection Using Data of Industrial Control Systems) deals with a data-based approach on those data-
sets. This poster provides an overview of the data investigated in this research. 

MADISA – The idea 
 
The project analyses code and configuration files that were potentially modified to damage product, machine or surrounding envi-
ronment due to incorrect entries or changed values by cyber attacks. Anomalous values should first be described as features and 
later be found and reported by a supervised machine learning system. To train this system, malicious configurations will be simulated 
based on our found heuristics and interviews with the manufacturer. For this purpose we received real-world project data from a 
German car manufacturer. The meta-data that can be affected by malicious changes are briefly highlighted in this early-work poster 
to show a potential path for ICS-focused anomaly detection. The folder and file structure of the projects can also give an indication 
of whether an attack is present on the system, since, for example, code snippets have been stored in the system whose execution 
causes malicious changes. The different types of ICS data are physical process data, code, configuration and meta-data of files. The 
focus of the MADISA project is on the latter three.  

 

Change sizeAuthor

Change type Comments

File sizeFile 
extensions

File title File type

Time & date 
of change

Frequency of 
change

FOLDER & 
FILE STRUC-

TURE

META-DATA

Data 
encryptionData deletion

Duplicate or 
missing 

entries in the 
historical data

Shift times

Configu-
rationCompile time

Controllers & 
their 

parameters
Download 

time

Load & work 
memory

Graphical 
code

Textual code CODE & 
CONTENT

ADDITIO-
NAL 

CONSIDE-
RATIONS

File pathContinous 
numbering

Main target 
files

Number & 
structure of 

directories & 
files

Zipped folders 
& files

Anomaly
detection

Machine

Learning

System

 

 

 

C. Wressnegger et al., 
2018: 

Using text- and binary-
based protocols for 
anomaly detection I. Kiss et al., 2014: 

Using network data, host and 
security equipment for 

anomaly detection  
R. Zhang et al., 2019: 
Using process data for 

anomaly detection 

M. Zhang et al., 2019: 
Using timed event 

sequences for 
anomaly detection  

F. Zhang et al., 2019: 
Using binary data of 

processes for 
anomaly detection 

H. Yoo et al., 2019: 
Using programmable logic 

controller protocols and their 
signatures by searching for 
network packets containing 

control logic code 

C. Feng et al., 2019: 
Overview of device-based, 
program-based, network-
based and process-based 

anomaly detection 

2010 
Stuxnet 

2013 
Havex 

2016 
Irongate 

2017 
Industroyer 

2017 
Triton 

2020 
Stuxnet 2? 

… 

 

 


