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We present a covert channel between two network devices where one authenticates itself with Lamport's one-time
passwords based on a cryptographic hash function. Our channel enables plausible deniability. We also present
countermeasures to detect the presence of such a covert channel, which are non-trivial because hash values are
randomly looking binary strings, so that deviations are not likely to be detected.

Context

Malware increasingly tends to exploit so-called covert channels (CC), which are hidden and unforeseen communication channels.
Malware can use CCs to hide botnet C&C traffic as well as data exfiltration processes. While it is important to study countermeasures,
research also needs to uncover potential CC techniques before malware authors do to tailor suitable countermeasures for such CCs.

Scenario: We assume that hash values are transmitted as part of some legitimate network packets between A and B, so that a
modification of the hash value can be hidden by re-computing the packet's check sum. In our scenario, the covert sender (CS) is located
close to A and the covert receiver (CR) close to B, i.e. both have at least indirect access to the communication between A and B.
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Our Approach

We present two variants of CCs based on hash chains: 0 Covert Sender N 0 Covert Recelver N
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