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1. konferenca
prava informacijske varnosti

20.in 21. april 2020 Hotel Slovenija, Portoroz /: \\ =

Blaz Markelj sodelovanje z GV Zalozbo

izr. prod. dr. Blaz Markelj idejni in programski vodja
konferenc prava v informacijski varnosti 2020, 2021 in 2022.

2. konferenca

prava informacijske varnosti /\

19.in 20. april 2021 Hotel Slovenija, Portoroz
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16. In 17. maj 2022

Hotel Slovenija, Portoroz




Akademske aktivnosti

Uredniski odbor znanstvenih revij

Tematske Stevilke znanstvenih revij

Scopus Journal of Cyber Security and Mobility

Q = Simon Vrhovec
Frontiers in computer science
= Simon Vrhovec
International Journal of Cyber Forensics and Advanced Threat Investigations
= Simon Vrhovec
EUREKA: Social and Humanities
= Simon Vrhovec
Journal of forensic research and crime studies

IEEE Security & Privacy
= Special Issue on Security and Privacy Issues of Home Globalization
= Simon Vrhovec, gostujoci urednik

Scopus

Scopus Journal of Wireless Mobile Networks, Ubiquitous Computing, and Dependable
Applications (2x)
= Special Issue on Multidisciplinary Solutions to Modern Cybersecurity Challenges

: ;F:ﬁg's I\}ii‘;‘?’;’c” 'g’:;ﬁ;sg [:L)Jlrlrejgkaybersecurlty Varstvoslovje : revija za teorijo in prakso varstvoslovja
=2lmon Vrnovec, = lgor Bernik

Recenzent za znanstvene revije Programski odbor znanstvenih konferenc

Simon Vrhovec
International Journal of Project Managemen
Online Information Review

Sensors

Energy Research & Social Science

|IEEE Transactions on Engineering Management
Aslib Journal of Information Management

Simon Vrhovec

= Future Technologies Conference 2021 (FTC 2021)

= 4th International Workshop on Security Engineering for Cloud Computing (IWSECC 2021),
16th International Conference on Availability, Reliability and Security (ARES 2021)

= 3nd International Workshop on Information Security Methodology and Replication Studies
(IWSMR 2021), 16th International Conference on Availability, Reliability and Security (ARES

= PLOS ONE 2021)

= Energies = The 2021 Multidisciplinary International Conference of Research Applied to Defense and
= Journal of Cyber Security and Mobility Security (MICRADS 21)

: Isr:;z::acti't?gsl Journal of Advanced Computer Science and Applications = The Sixth International Conference on Cyber-Technologies and Cyber-Systems (CYBER

= Frontiers in Computer Science 2021) .

. = Computing Conference (CC 2021)

International Journal of Cyber Forensics and Advanced Threat Investigations
Blaz Markelj

* Revija za kriminalistiko in kriminologijo
Anze Miheli¢

¢ Aslib Journal of information Management
¢ |EEE Access

¢ PLOS ONE

* Journal of Universal Computer Science
Igor Bernik

¢ Behaviour & Information Technology

¢ PlosONE

e |ET Information Security

= Future of Information and Communication Conference 2021 (FICC 2021)

AnZe Miheli¢

= International Conference on Internet Monitoring and Protection (ICIMP 2021)

= European Interdisciplinary Cybersecurity Conference (EICC 2021)

= International Conference on Computer Science and Application Engineering (CSAE 2021)
Igor Bernik

= European Interdisciplinary Cybersecurity Conference (EICC 2021)

= European Conference on e-Learning (ECEL 2021)

= Knowledge Management and Intellectual Capital (ECKM 2021)

= European Conference on the Impact of Artificial Intelligence and Robotics (ECIAIR 2021)
= International Conference on Education and New Learning Technologies (EduLEARN 2021)




Raziskovalna podrocja in objave 2021 1/2

Cloveski dejavniki kibernetske varnosti
Simon Vrhovec and AnZe Miheli¢. “Redefining threat
appraisals of organizational insiders and exploring the

moderating role of fear in cyberattack protection motivation”.

In: Computers & Security 106 (2021), 102309:1-22. doi:
10.1016/j.cose.2021.102309

Lara Klemenc, Simon Vrhovec, and Anze Miheli¢. “Zaznavanje
tveganj pri sprejemanju tehnoloskih vsadkov”. In:
Elektrotehniski vestnik / Electrotechnical Review 88.4 (2021),
pp. 174-182

Zdravstvena informatika

Ziga Kodri¢, Simon Vrhovec, and Luka Jelovéan. “Securing
edge-enabled smart healthcare systems with blockchain: A
systematic literature review”. In: Journal of Internet Services
and Information Security 11.4 (2021), pp. 19-32. doi:
10.22667/J1S15.2021.11.30.019

Miheli¢, AnZe, Zvanut, Bostjan. (In)Secure smart device use
among senior citizens. IEEE security & privacy : building
confidence in a networked world, ISSN 1540-7993. [Print ed.],
Jan./Feb. 2022, vol. 20, iss. 1, str. 62-71, ilustr.,

doi: 10.1109/MSEC.2021.3113726.

Razvoj varne programske opreme in sprejemanje novih
tehnologij

Damijan Fujs, Simon Vrhovec, and Damjan Vavpotic.
“Kategorizacija uporabnikov na podlagi njihovega z
informacijsko varnostjo povezanega znanja, stalis¢ in vedenja:
pilotna studija”. In: Uporabna informatika 29.3 (2021), pp.
163-169

Simon Vrhovec and Blaz Markelj. “The relation between
project team conflict and user resistance in software
projects”. In: PLOS ONE 16.11 (2021), p. €0260059:1-11. doi:
10.1371/journal.pone.0260059

Damijan Fujs, Simon Vrhovec, and Damjan Vavpotic¢. “Know
Your Enemy: User Segmentation Based on Human Aspects of
Information Security”. In: IEEE Access 9 (2021), pp. 157306—
157315. doi: 10.1109/ACCESS.2021.3130013
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Simon Vrhovec and Blaz Markelj. “The relation between
project team conflict and user resistance in software
projects”. In: PLOS ONE 16.11 (2021), p. €0260059:1-11. doi:
10.1371/journal.pone.0260059

Novak, Primoz, Bernik, Igor, Miheli¢, AnZe. Uvajanje nosljivih
kamer v policijske postopke : vloga nadzora “od spodaj
navzgor”. Varstvoslovje: revija za teorijo in prakso
varstvoslovja, 2021, letn. 23, §t. 2, str. 198-217

COVID-19

Miheli¢, AnZe, Jelov¢an, Luka, Prislan, Kaja. Internal and
external drivers for compliance with the COVID-19 preventive
measures in Slovenia : The view from general deterrence and
protection motivation. PloS one, ISSN 1932-6203, 2021, no.
11, e0259675

Jelov€an, Luka, Prislan, Kaja, Miheli¢, AnZe. Self-protective
behaviour among young adults during public health

crisis. Varstvoslovje : revija za teorijo in prakso varstvoslovija,
ISSN 1580-0253. [Tiskana izd.], 2020, letn. 22, st. 3, str. 239-
254

Metodologija

Simon Vrhovec, Luca Caviglione, and Steffen Wendzel.

“Créme de la Creme: Lessons from Papers in Security
Publications”. In: 16th International Conference on
Availability, Reliability and Security (ARES 2021). Vienna,
Austria: ACM, 2021, 75:1-9. doi: 10.1145/3465481.3470027




Raziskovalna podrocja, objave 2021 in sodelovanje z gospodarstvom

Podpisani sporazumi o sodelovanju

Organizacije:

AmCham Slovenija (skrbnik sporazuma Blaz Markelj)
SmartCom (skrbnik sporazuma Blaz Markelj)

Genlan (skrbnik sporazuma Blaz Markelj)

Hit d.d. Nova Gorica (skrbnik sporazuma Blaz Markelj)
ISACA (skrbnik sporazuma Blaz Markelj)

Sodelovanje z studenti in njihov nadaljni razvoj kariere

Sara Tomse (eti¢ni heking), nadaljevanje kariere na Telekom
Slovenija

Branko Mili¢evi¢, nadaljevanje kariere SIQ, Deloitte Slovenija
Zan Babi¢, nadaljevanje kariere na GenLan

Gasper Skol¢ (pametni avtomobili), nadaljevanje kariere na
Telekom Slovenija

Masa Dreven, sodelovanje z Deloitte Slovenija

Ida Majerle, ISACA, SIQ, SETCCE

Suzana Kuznik, ISACA, SIQ, NIL

Ziva Kristan¢i¢, SmartCom

Gasper Kopusar, Elektro Ljubljana

Sodelovanje z gospodarstvom (kombinacija akademskega in
gospodarskega sveta)

Konferenca InfoSEK 2021

Predstavitev delovanja katedre in aktualnih raziskovanj —
Igor Bernik

Sodelujocih vec¢ kot 200 organizacij in 600 udeleZencev tako iz
ponudbe IV resitev, uporabnikov IV resitev iz gospodarstva ter
javne uprave.

Konferenca Informacijska varnost zaupanje v ¢loveka in
tehnologijo 2021

Predsednik organizacijskega in programskega odbora - Blaz

Markelj
Sodelujoée zunanje organizacije: A1, AmCham Slovenija,

CheckPoint, SmartCom, Genalan, Telekom
Slovenije,Telemach, GV Zalozba.

Sodelovanje z gospodarstvom

Al, Smartcom, Smartis, Informatika d.o.o., Telekom, Eles,
Ingram, Genlan, Telemach, GV ZaloZba, IUS Info, AmCham,
RealSecurity, Elektro Ljubljana...




Raziskovalna podrocja in sodelovanja 2021

Raziskovalne metode
= Luca Caviglione, IMATI - CNR (ltalija)
= Saso Dzeroski, 1JS (Slovenija)
= Dragi Kocey, IJS (Slovenija)
AnZe Miheli¢
Simon Vrhovec
Steffen Wendzel, Worms University of Applied Sciences
(Nemcija)

Socialna omreija
= Damjan Fujs, UL FRI
= Simon Vrhovec

Sprejemanje in uporaba tehnologij

Damijan Fujs, UL FRI

Lara Klemenc, Studentka UM FVV
PrimozZ Novak, student UM FVV
Tilen Sladic, Student UM FVV
Katja Turha, studentka UM FVV
Damjan Vavpotic¢, UL FRI

Simon Vrhovec

Bostjan Zvanut, UP FVZ

Anze Miheli¢

Razvoj varne programske opreme

= Damjan Fujs, doktorski Student UL FRI
= Tomaz Hovelja, UL FRI
Anze Miheli¢, doktorski Student UL FRI
Damjan Vavpotic¢, UL FRI
Simon Vrhovec

Cloveski dejavniki kibernetske varnosti

= Andraz Hovnik, student UM FVV

= Luka Jelovcan, student UM FVV

= Anze Mihelié
Samanta Mikuletic, doktorska Studentka FZAB
Simon Vrhovec
Bostjan Zvanut, UP FVZ

Umetna inteligenca v kibernetski varnosti

Aljaz Bercic, Student UM FVV

Michal Choras, University of Science and Technology (UTP),
Poljska

Zvonimir Cvetko Damnjanovi¢, doktorski student FIS

AnZe Miheli¢

Joerg Keller, FernUniversitat in Hagen (FUH), Nemcija
Simon Vrhovec




Univerza v Mariboru

Fakulteta za varmostne vede

Hvala za pozornost!

Dan InStituta za varstvoslovje 2022



