Chair:

Nicola Dragoni

Chair:
Michael Lones

June 18th

Welcome session

8:30 — 9:00

9:00 — 9:20

EICC 2025
Final Program

June 18-19th 2025

Welcome coffee - Registration

Opening
Isabel Praga, Jean-Frangois Lalande

Cybercrime and Cyberthreats

9:20 — 9:40
9:40 — 10:00
10:00 — 10:20
10:20 — 10:50

Analysis of Permissions and Trackers in Android Apps Targeting Chil-
dren Under Thirteen
Jamie Fitzpatrick and Virginia Franqueira

Understanding Corporate Ransomware — A Case Study in the Nordics
Emil Larsson and Meiko Jensen

Exploring the Cybercrime Potential of LLMs: A Focus on Phishing
and Malware Generation
Orcun Cetin, Baturay Birinci, Caglar Uysal and Budi Arief

Coffee break

Artificial Intelligence Applied to Cybersecurity

10:50 — 11:10

11:10 — 11:30

11:30 — 11:50

11:50 — 12:10

12:10 — 13:30

An Automated Home Secretary: Evaluating the Ability of Large Lan-
guage Models to Understand Extremist Conversations
James Stevenson, Luke Gassmann and Matthew Edwards

PARAG: Proactive Answering Framework Integrating LLMs with
Retrieval-Augmented Generation

Bikash Saha, Nanda Rani, Joheen Chakraborty, Divyanshu Singh, Soumyo V.
Chakraborty and Sandeep Kumar Shukla

Evaluating LLaMA 3.2 for Software Vulnerability Detection
José Gongalves, Miguel Silva, Bernardo Cabral, Tiago Dias, Fva Maia, Isabel
Praga, Ricardo Severino and Luis Ferreira

Power Consumption Analysis for Reverse Engineering Digital Modula-
tion: A Novel Approach to Physical Layer Attacks on Communication
Systems

Pablo Pareja, Yehya Nasser, Ahmed Masmoudi and Sebastien Houcke

Lunch



Chain Keynote

Dipanwita Roy 13:30 — 14:30
Chowdhury

Blockchain Interoperability: From Vulnerabilities to Attacks
Miguel Pupo Correia

MeDSec Special Session — Medical Device Security and Privacy

Chair:
Nikos Papadakis 14:30 — 14:50

14:50 — 15:20

Chair:
Isabel Praca 15:20 — 15:40
15:40 — 16:00
16:00 — 16:20
) MeDSec - MDCG
Chajir:

Martin Gilje Jaatun 16:20 — 16:40

16:40 — 17:00

Social events
19:00 — 20:30

20:30

MeDSec - Threshold Multiparty Private Set Intersection

Threshold Multiparty Private Set Intersection via Federated Graph
Neural Networks

Sotirios Messinis, Nicholas E. Protonotarios, Dimitrios Kalogeras and Nikolaos
Doulamis

Coffee break

MeDSec - Cybersecurity for medical devices

IoT-driven security solutions for resource-constrained wearable medi-
cal devices
Emmanouil Bakiris and George Oikonomakis

Cyber-risk indicators for the medical domain
Simeon Andersen Tverdal, Gencer Erdogan, Andrea Neverdal Skytterholm, Steve
Taylor, Samuel Senior and Laura Carmichael

A Secure Data Transmission Protocol for Cardiac Implants to Mitigate
Intrusive Cyber Attacks
Anisha Mitra and Dipanwita Roy Chowdhury

Guidance

Strengthening the MDCG Guidance on Cybersecurity for Medical De-
vices: A Legal Approach
Oguzhan Yesiltuna, Ruoxin Su, Ashwinee Kumar and Paul Quinn

MDCG 2019-16 Guidelines: Case Study-based Assessment and Path
Forward

Christos Androutsos, Steve Taylor, Karin Bernsmed, Andrea Neverdal Skytter-
holm, Gregory Epiphaniou, Nabil Moukafih, Theodoros N. Arvanitis, Sotirios
Messinis, Nikos Papadakis, Marco Fruscione, Andrés Castillo, Dusko Milojevic,
Dimitrios S. Karas, Nikolaos Fotos, Max Ostermann, Oscar Freyer, Stephen
Gilbert, Vasilis Pezoulas, Lambros Athanasiou, George Gkois and Dimitrios Fo-
tiadis

Guided tour of the old city center of Rennes

Gala Dinner



June 19th
8:00 — 8:30 Welcome coffee - Registration

Chair- Cybersecurity
Angelo Barboni 8:30 — 8:50 The Fragmented Research Space of Cybersecurity: A Map of the Ter-
ritory
Michael Lang
8:50 — 9:10 Hiding Information in Short Network Packets
Jorg Keller and Sebastian Litzinger
9:10 — 9:30 Examining the Influence of Cultural Diversity in Cybersecurity Culture
Mohammed Aljohani, Steven Furnell, Xavier Carpent and Nicholas Gervassis
CyFRP Special Session — Advances in Interdisciplinary Cybersecurity: Insights from
Chair Funded Research Projects
Simon Vrhovec 9:30 — 9:45 Maritime Cyber Resilience: Bridging Cybersecurity and Regulatory
Frameworks
Sandra Lielbarde, Agné Brilingaité, Linas Bukauskas, Fvita Roponena, Elizabete
Citskovska and Ruta Pirta
9:45 — 10:00 Evaluating KASLR Break on RISC-V using gem5: Microarchitectural
Side-Channel Analysis of Page-Table Walks
Mahreen Khan, Renaud Pacalet, Maria Mushtaq and Ludovic Apvrille
10:00 — 10:30 Coffee break
Chair Software Development Security

Manuel Maarek 10:30 — 10:50 A framework to enable cheating detection in Multiplayer Online Games
Salman Shaikh, Hugo Bertin, Marc Dacier and Yérom-David Bromberg

10:50 — 11:10 Framework and Roadmap for Secure Design and Development of Ap-
plications in the Cloud and Mobile Ecosystem
Francisco Chimuco, Jodo Sequeiros, Mdrio Freire and Pedro Indcio

11:10 — 11:30 Enhancing JavaScript Malware Detection through Weighted Behav-
ioral DFA’s
Pedro Pereira, José Gongalves, Jodo Vitorino, Fva Maia and Isabel Praga

Chair- CNACYS Special Session — Complex Network Analysis for Cybersecurity

J.-F. Lalande 11:30 — 11:50 Spectral Graph Analysis of Bipartite Graphs for Advanced Attack De-
tection
Majed Jaber, Nicolas Boutry and Pierre Parrend

11:50 — 12:10 Hypergraph-based model for adversary threat intelligence analysis
Juan Manuel Matalobos, Regino Criado and Santiago Moral

Closing session

12:10 — 12:30 Conference closing
Isabel Praca, Jean-Francois Lalande

12:30 — 13:30 Lunch



Keynote

Blockchain Interoperability: From Vulnerabilities to Attacks
Miguel Pupo Correia

Blockchain - also referred to as Web3 or Distributed Ledger Technology - is a rapidly evolving field
with many applications. Two aspects make it particularly relevant for our discussion. First, cybersecu-
rity is foundational in blockchain, enabling the development of high-value distributed applications. A
prime example is the emergence of cryptocurrencies and Decentralized Finance (DeFi), which together
represent a market exceeding 2 trillion euros. Second, blockchain is inherently interdisciplinary. It sits
at the intersection of computer science, economics, law, sociology, and more, creating a rich space for
cross-domain innovation and challenges. While blockchain platforms such as Ethereum, BNB Chain,
and Polygon serve as infrastructures that support a wide range of decentralized applications, there is in-
creasing interest in enabling interoperability between these systems. However, this trend has introduced
a new and significant attack surface — one that has already resulted in hundreds of millions of euros
in losses. In this talk, I will explore the concept of blockchain interoperability, focusing on the specific
vulnerabilities introduced by Bridges and Bridge Aggregators. We will examine how these components
work, why they are targeted, and what can be done to secure them.

Social event

June 18th - 19:00: Guided tour of the old city center of Rennes

e Meeting point: Destination Rennes - Office de Tourisme
e Address: place Saint Anne, 35000 - Rennes

¢ Metro Sainte Anne

Ready for a journey through time? From the ancient Jacobins
Convent to the cobbled streets lined with colorful half-timbered
houses, several eras shape your stroll. You will pass through the
Mordelaise Gates and their double-towered gatehouse, typical
of medieval defensive heritage, before reaching the City Hall,
its square, and the square of the Parliament of Brittany, dating
back to the time of Gabriel, architect to King Louis XV.

June 18th - 20:30: Gala diner

e Meeting point: Restaurant “La Closerie”

e Address: 34 Place des Lices 35000 - Rennes

La Closerie is an upscale bistronomic restaurant located in the
heart of Rennes, France, at 34 Place des Lices. Housed in the
elegant 16th-century mansion "Le Molan,” the restaurant offers
a refined and cozy atmosphere, combining traditional French
cuisine with contemporary culinary techniques.
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